SOPHOS

Cybersecurity made simple.

Sophos Server Protection
Licensing Guide

Licensed per servers, whether running locally, in the public cloud, or a combination.

Sophos Server Protection Agent

2 Windows Server v v v
% Linux* v v v
iL Public Cloud (Microsoft Azure and Amazon AWS) v v
= Application Whitelisting [Server Lockdown] v
é Web Security 4 v v
Q Windows Firewall Control v v
%JD Download Reputation v v v
(:,Di Web Control (URL Blocking) v v v
%i) Peripheral Control (e.g., USB) v v v
= < Application Control v v v
§ Deep Learning malware detection v
= & | Exploit Prevention v
g Anti-malware File Scanning 4 v v
; Live Protection v v v
%’ Pre-execution Behavior Analysis [HIPS] v v v
L Off-board scanning for VMs (ESXi and Hyper-V)? v v v
% Detect Potentially Unwanted Applications (PUA) v v v
Data Loss Prevention v v v
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Sophos Central Sophos Enterpri

Anti-Hacker/Active Adversary Mitigations v
. 2 . Ransomware File Protection [CryptoGuard]
Q 2 5 | includes detection of attacks on the server 4 Add-on *
g g % from remote connected endpoints
g Disk and Boot Record Protection [WipeGuard] 4
Malicious Traffic Detection 4 v
&< | Sophos Clean Automated Malware Removal v
= |
o <
& ;& |Malware Removal v v
| W
o =
Z < |Root Cause Analysis 4
Server-specific policy management 4 4 v
—
g Update Cache and Message Relay v v
§ Automatic Scanning Exclusions 4 v
Synchronized Application Control 4 v
Azure Workload Discovery and Protection v v
AWS Workload Discovery and Protection 4 v
LJ
(<Z‘2 % AWS Map, multi-region visualization 4 v
s % Synchronized Security with Security Heartbeat™
= (Enhanced threat protection, positive source v v
identification, and automated isolation)
Windows Remote Desktop Services (user visibility) v v
B Cloud-based management, eliminating the
= need the install and maintain a separate
= server on premises, and managing security of v v
o servers in a single console with endpoints,
9 mobile, email, wireless
é Multi-factor authentication 4 v
(90}
Role-based administration 4 v v
3 For Windows Se nanaged by St Enterprise Console, CryptoGuard is available with the Endpoint Exploit Prevention (EXP) Add-on license 4

When used in conjunction with the Sophos XG Firewal

Alternative deployment option - Sophos for Virtual Environments

Sophos for Virtual Environments enables malware detection to be offloaded to a centralized Security VM to reduce the potential
performance impact on Windows virtual servers. Licensed per virtual server, with entitlement to the Sophos for Virtual
Environments alternative deployment option included with all Sophos Server Protection licenses.

Support for Windows servers on VMware ESXi and Microsoft Hyper-V
Features include:

» Off-board malware protection to a centralized Sophos Security VM
» Lightweight guest Virtual Machine Agent, infrequent updates

» Memory-resident malware detection

» Automated Threat Cleanup
» Prevent update storms and scan storms

»  Windows Security Center integration
»  Visibility of connected guest VMs (Sophos Central only]
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