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Overview [/ Endpoint Protection Deshboard / earche: ABC Corp - Primay Adrr
New threat search

< Endpoint Protection

Search for potential threats on your netwark

Enter one or more SHA 256 files hashes or file names.

ANALYZE

[+#] Dashboard

fj, Logs & Reports

Searches on hashes or file names will return portable executable files with uncertain reputation. Search |

DETECTION AND REMEDIATION
Saved searches
45 Threat Cases

Searot a  [weewm :
Q) Threat Searches

NAME ¥ CREATEDON W CREATEDEY W TYPE ¥ STATUS ¥
% Suspicious Events [JEETEN
= Jannacry Apr 12, 2016 12 39PM Glen From threat case Running
MANAGE Apr12, 2016 12 36PM Glan Direct search Running
Apr 12, 201612 35PM Glen Direct search Complete
A& People
Apri2, 2016 12 3UPM Eric From threat case Complete
1 - —y
Ll Computers Apr12, 201612 33PM Glen From threat case Camplite
Apr 12, 2016 12.32PM Glen From threat case Completa
CONFIGURE
Apr 12, 2016 12.31PM Erig Direct search Complata
@ rolicies badthing.exe Apr 12, 2016 12.309M Eric Direct search Complets
Q System Settings Bfgafac3a7buefoSaBer5e960. Apr 12, 2016 12.29PM Eric From threat case Complete
Glen's search for malware Aprl2, 2016 12.28PM Eric Direct search Complete
i, Protect Devices
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SOPHOS Dashboard Marcus Jones - s
Overview / Endpoint Prolection Dashboard ABC Corp - Primay Agmin L
Most Recent Threat Cases See all cases
Sophos generaled Admin generated
= CREATED ON PRICRITY TYPE . +
[#] Dashboard L ] I NAME CONDITION USER DEVICE
Apr 18, 2016 12.23PM High Malware datected MalML-PE Blocked and cleaned \William Moris WhormisPC
FJ Logs &Reports : -
Apr 17, 2016 12.23PM Madium Exploit Exploit Lockdown Cleaned up Brian Jones BrianJComp
Apr 16, 2016 12.23PM Low Malicicus traffic Tro/FOF Js-AlA Blgckod Brian Jones BriarLapiop
DETECTION AND REMEDIATION
Apr 15, 2016 12.23PM High Ransomwane Expioit Cryploguard Running Eryn Havers Enyniac
ﬁ:-\ Threat Casas =
Apr 14, 2016 12.23PM High FUA Troj/Loic-f Clean up needed Gina Baker Gina Comp
Q Threat Searches
- - — Top Suspicious Evenis =08 See allevenls  Threat Search
(2 Suspicious Events FEETH
HAME DETECTED ON THREAT SCORE | ENDPOINTS AFFECTED Search for potential thraats on your natwork
MANAGE Dropper.exe July 34, 2018 D901 AM 31 12 Enter one or more SHA 256 files hashes or file names,
28 People Quiver.exe July 29, 2018 1204 PM 25 3
DancingCats.exe  July 20, 2018 1057 AM 23 23
L] Computers
= Twoatbot exe July 04, 2018 D2:0T AM 22 46
Searches on hashes or file names will retum portable executable files with
) Adware WPSOffice  July 03, 2018 5:37 PM 54 uncertain reputation.
Packed.Generic.523  June 28, 2018 218 PM 17 1 _ Search J
& Policies
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Detsctad Eloriked snd claaned
WhormsPT Duthoak exe Badthing exe
11222 3345 Apr L2 2017 54 8AM Apr 12 2017 5:48AM
JETECTIGN AND REMEDIATION Summary Suggested next steps
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Conditan: SAm CLEANEL BUSAEES FILES INVOLVED belows tar detalls

w L 1
rrauter whils yeu irvantipate, @

Dirtantion PURTERyT THia Fo6t Chusa 1ran D asca i i LIRL Known oo 56 asaocintod
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Clean and block b

You're aboul Lo clesn up Lhis item on any compuler where we've found it and block it on all
YOur compulers,

Why are you blocking this item?

IClean nove this icious file Tisti

Nole: You can see Lhe items you've blocked or unblock therm again in your Blocked ltems
list.
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? Clean and block

What does this do?

Process details : fakedrop-cli.exe

Process details Report summary JEGEWTWEIEET T WELEWEEM  File properties  File breakdown

SOPHOSLABS Threat Intelligence
Current report created: Oct &, 2018 3:43 PM

Attributes : 84% Suspicious

Analyzed over 29 million known good and over 15 million known bad items

Attribute Seenin: Known bad files Known good files

50 6k 118.7k
Imports -= Enumerates local disk drives

5542k 916.1k
Imports -> [!] The program may be hiding some of itsi._.

6659k 1.2M
Imports -= [!] The program may be hiding some of its ...

821k 187 Bk
Findcrypt -> "Uses constants related to CRC32" S

161.2k 307 9k

Imports -> [!] The program may be hiding some of itsi._.

Code Similarity : 76% Suspicious

Analyzed over 30 million known good and over 29 million known bad items

pyportify-copyall exe
41%

& nja

0 runeplusexe S
o timeclick console exe A
o Mo file name kS
© 5000000737368 exe =

o 41%

0

ps4-exploit-host exe
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