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Cybersecurity made simple.

Enforce Data Execution Prevention

Mandatory Address Space Layout Randomization
Bottom-up ASLR

Null Page (Null Deference Protection)

Heap Spray Allocation

Dynamic Heap Spray

Stack Pivot

Stack Exec (MemProt)

Stack-based ROP Mitigations (Caller)
Branch-based ROP Mitigations (Hardware Assisted)
Structured Exception Handler Overwrite (SEHOP)
Import Address Table Filtering (IAF)

Load Library

Reflective DLL Injection

Shellcode

VBScript God Mode

Wow64

Syscall

Hollow Process

DLL Hijacking

Squiblydoo Applocker Bypass

APC Protection (Double Pulsar / AtomBombing)

Process Privilege Escalation

Windows 7/8/8.1/10

macOS*
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Cybersecurity made simple.
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